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DBEUSCTOR OF CENTRAL INTELLIGENCE DIRECTIVE | /2

SUBJECT: Control of Dissemination and Use of Intelligence
and Intelligenc¢e Information

Pursuant to the provisions of NSCID Ro. 1 (New 3eries, 15 3eptember
1958), paragrapa 2 {8) {5), and paragraph 5, and for the purpose of protecting
intelligence, intelligence inforrration, and intelligence sources ané methods
from unauthorized disclosure, the following procedures are established to
uniformly control the diuémhxtﬁm and use of intelligence and intelligence
information.

1. The basic control for the safeguarding of classified information
ie established by Executive Order 10501. Section 7 {c) of Executive Order
10501 stipulates that defense infermation originating in a department or
agency will not be disserninated outside another receiving agency vithout
permission of the originating agency, except as provided in Section 102 of
the National Security Act of 1947, as amended. In order, however, for the
Intelligence Community to discharge its responsibilities more effectively,
each member agenty, through its central processing facility, may reproduce
documents containing intelligesce and intelligence information originally
issued by another; and such information may be disclosed te other USIBE

agencies if the documents ware otherwise generally made available to the.n.
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There are certain categories of documents which because of classification
and markings may not be reproduced and disseminated under this provision.
The Committee on Docurasatation of the USIB shall define for the Intelligence
Community those categories of documents that are subject to this prohibition,

Z. The policy of releass of classified defense information to foreign
governments is established by tas Presidential Directive of 23 September 1958,
"Basic Policy Governing the Release of Classified Defense Information to
Foreign Goveraments." In accordance with the Presidential Directive,
documents originating in anether agency containing classified inteliigence
and intelligence information will not be disseminated by recipient departrients
or agencies to any foreign government without the consent of the originater.

3. The dissemination and use of intelligence and intelligence informa-
tion will, at all times, be controlied by the policy of ''need=to-knov/",

4. The standardization of the control stamps and the procedures set
forth in this Directive are to be uniformly employed by all departments and
agencies in the Intelligence Commmunity thereby assuring like control and use
of intelligence and intelligence information disseminated within the depart-
ments and agencies represented on the United States Intelligence Board. The
substance of this Directive will be published in the appropriate regulation or

notice media of each agency or department.
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5. PUBLIC RELEASK QP‘M INTELLINGENCE ANP INTELLI-

GENCE INFORMATION. Intelligence and intelligence information will not be
released, either orally or in writing, to the public, including private individuals,
groups, or organizations, unleas there has been a clear determination by
responsible authorities that such releasc would be in the security and intelli-
gﬁ\u interests of the United States.,
AT Where the intelligence or intelligence information to be
;'QIuted to the publ!c has been erisMOd by ancther agency or
vode witreed e Ll
dnptrtmmt. the nhning fgmy wiﬂ t{o} perm&ntan of

- g4
oy l';'e;"t"r‘tf"*‘! ALy FAL celadl o

the origin;tm; prior to auy rslu.!t. "
(b} Where the intelligence or intelligence information to ve
released to the public is 3 composite of intelligence and intelli-
gence information contrfbuted by various agencies and departments
of the Intelligence Cominuanity or represents intelligence and
intelligence information produced by the joint eflorts of the
Intelligence Cornmunity and in furtherance of a community
intelligence project, the releasing agency will obtain the per-

mission of the comtributing ageacies or departments prior to

any release.
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{e) Ne public release will be madse until the material to

be released has been reviewsd by the appropriate intelligence

suthorities for the specific purpose of ensuring that there will

be no revelation of intelligence sources or methods.

(d) Any release not ir accordance with the above reguire-

ments may be considered as an uasuthorized disclosure of

intelligence or intelligence information and may be the aubject

of an investigation or other appropriste action.

6. Whenever an originsting department or ageacy desms it necessary
to provide special controls for intelligence or inteiligence imformation, either
by virtue of tho substance of the infermation itself and/or to provide additional
protection to intelligence sourcas and methods, the appropriate control starp
or stamps will be placed upon the document. Any document disserainated

‘iwmﬁn the Intelligence Community or cutside the Intelligence Comraunity and
bearing one or more of the control starmps set forth in this Directive will be
carefully controllied by ail recipients in strict conformity with requirements»
Mreatpictieal of this D’;ﬁ /,»f.,(, %JWM ffm/,\; ?’V 7
Do, ‘t;_,._E it e S o Mz o lalg A&\[ﬂlﬂ/\b

, 7. In sccordance with ;dragraph 6 owing centrol stamps will

be used for the marking of intelligence and intelligence informaticn.
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mmy./cm{cmmmi
This marking stamp will normally be employed to control semsitive
intelligence and intelligence information which because of {a) the substance

of the information itself, and {(b) the necessity to protect sensitive intelligerce

sources and methoda, must be ;naintained within the professional staff of the

Intelligance Community and the senior echelons of government in order to

provide adequate protection and centrol of imformation.

Document: Dissernination of the document is limited to staff officials of the
Intelligence Community, and to those higher schelons and their
immediate supporting staffs of the departments and agencies
represented on the UUSIB, who muat necessarily deal with and
act upon comnmunity intelligence. The decument shall not be
disseminated to consultants, reserve persennel on short-tern.
active duty, external projects, or persomnel and organizations
under a contractual relationship to the United States Government.

Use: The information may be used in finished intelligence without carrying

over the control marking. M the information is quoted, extracted, or
summarized in digests anti summaries then the centrol marking shall

carry over on the dissemination of such digests and summaries,

1/ g 00896R000100170103-2
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NO DISSEM ABROAD

This marking will normmlly be employed in order to provids additioral
control and protection of the information by preventing its dissemination cut-
side the States of the United States.

Document: The decument shall not be dissercinsted outside the States of the

United States.

Use: The information may be used in finished intelligence without carrying
over the control marking. If the information iz quoted, extracted, or
summarized in digests and swunmaries then the control marking shail
carry over on the dissemination of such digests and summaries.

BACEKGROUND USE ONLY

Intelligence information which, because of its peculiar sencitivity, is
not to be inclnded in any intelligence documes=t.

Document: The document may be disseminated within the U. 8. Goverment

enlyona' ~to=lnow' basis.

Use: The information is aot to be included in any other iatslligencs docuineant

or publication.
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NOFORN {except FINTEL)

The employment of this and the following stamp represents & pre-
determination by the originator that the document is not releasable to foreign
governments but that the informetion, under certain circumstances, may be
released to an accredited official of a foreign government.

Document: The document shall not be disseminated to a foreign government.

. Use: The information when paraphrased in finished intellizsnce in 2 manner

which conceals the originating agency, the source, the place acquired,
and any indication ef the n-ethed of acquisition, may be releaned to an
accredited official of & foreign government,

NOFORN (except PUBTEL.)

Document: The docurnent shall not be disseminated to a foreign government.

Use: The information when paraphrased in finished intelligence or in digests

or sammaries {n a manner which conceals the originating agency or

source may be released tv an accredited official of a foreign government.

NOTE: Elther of the NOFORN stamps may be modified to show s specific

government or governirests to whom axclusive release is jermitied,

e.g.. Norcan [ - ~o- o=

7
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8. Any recipient agency or department desiring to use, quote, extract,
summarise, or disseminate a document in a manner rot permitted oy the
limitation of the conirol stamp, must obinin the permission of the criginsting
aAgsney. Permission from the originating agency to utilize, in whale or part,
any intelligence or intelligence iaformation in a manner other than specified
by the centrol markings appilies anly to the specific purpose of the requestor
and does not avtomatically apply to all reciplents of the isformation as
originally disseminated, unless the originsting agency removes the control
marking for the benefit of all recipients.

9. Aay questions with respect to the dissemination and use of a
document bearing a control marking will be referred to the originating agency.

10. Theee control markings and procedures do not supsrsede nor
affect the special controls for the dissemination and use of special and ato.nic
intelligence nor do they affect special indicators utilized by the varicus depart
ments and agencies for cstablished distribution of material. In addition, taese
markings and procedures do not affect other control messures established by
the various departments and agencies for information subject to laws concerning
copyright, lﬁ}h. slander, and cemmuniestions, nor other information which for

moral, ethical, or legal reasons must be protected by other contrel measures.

8
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11. Classified Intelligepce Contractors: E!mﬁti&};teuigence ani
intelligence information, including classified intelligence equipment, devices
or spparatus, bearing a defense classification of Secret or below and not
carrying restrictive markings or stamps may be relcased to Classified
Intelligence Contractors for the purpose of carrying out the contractual
mission without the permiasion of the originating ageney. The Coramittee
on Docwmentation of the USIB shall define for the Intelligence Comununity,
restrictions and guide lines for these pormaissive releases and alsc those

categories of documents that are prohibited for release.
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